NMHOOPMALIMOHHAA NMAMATKA
And ObYYAIKOLWUXCA And PASMELLEHUA
HA O®UUUNATJIbHbIX UHTEPHET-PECYPCAX

C KaXKIbIM I'OJAOM MOJIOACKN B MHTCPHETC CTAHOBUTBLCA 6OHBH_IG, a IIKOJIbHUKKW OJHHU U3
caMbIX aKTHBHBIX IMOJb30BaTeneld Pynera. Mexay TeMm, MOMHMO OIPOMHOTO KOJMYECTBA
BO3MOXKHOCTEH, MHTEPHET HECeT U MpoOJIeMbl. DTa MaMsATKa JOJDKHA MOMOYb Tebe Oe301acHo
HAaXOJHUTHCS B CETH.

KomMnbroTepHble BUPYCbI

KomnbroTepHblil BUPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX IMPOrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISICTCS CIIOCOOHOCTh K pasMHOXKEHHIO. B pomoiHeHume K 3TOMY,
BUPYCbl MOTYT IOBPEAMTb MJIM IIOJIHOCTBIO YHUUYTOXUTb Bce (ailabl M JaHHBIE,
MOJKOHTPOJIBHBIE TTOJIH30BATEIN0, OT UIMEHU KOTOPOTO OblIa 3aIlylleHa 3apa)KeHHasi IporpaMma,
a TaKXe MOBPEeIUTh WM JIa)KE€ YHHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1esnoM. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChI U€PE3 UHTEPHET.

MeToapl 3alIUTHI OT BpPCOAOHOCHBIX ITPOIpaMM:

1. Wcnonb3yii COBpEMEHHBIC OIEPAIMOHHBIC CHCTEMbI, UMEIOIIHNE CEPbE3HBbIN ypPOBEHBb
3aIUTHI OT BPEIOHOCHBIX IIPOTrPaMM;

2. llocrossHHO ycTaHaBiMBail mautu (UM(POBBIE 3aIJIATKU, KOTOpPbIE aBTOMAaTUYECKHU
YCTAQHABJIMBAIOTCS C 1eNbI0  J0pabOTKM MporpaMmbl) M Jpyrue OOHOBJIEHUS CBOEH
orepanmoHHo# cucrembl. CkaunBail X TOJIBKO ¢ odunuaipHoOro caita pazpadorunka OC. Eciu
CYIIECTBYET PEXKHUM aBTOMAaTHUYECKOTr0 OOHOBJICHUS, BKIIIOYH €T0;

3. Paboraif Ha cBOeM KOMITIBIOTEpE I10J ITpaBaMH ITOJH30BATEls, a HE aJMHHUCTPATOPA.
DTO HE TMO3BOJMUT OONBHIMHCTBY BPEIOHOCHBIX MPOTPaMM HMHCTAUTMPOBAThCI HA TBOEM
HePCOHATILHOM KOMITBIOTEPE;

4. Wcnonp3yil aHTUBUPYCHBIE MPOTPaMMHBIC MPOAYKTHI M3BECTHBIX MPOU3BOIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (puU3HYECKUN JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Vcnonb3yii BHEIIHWE HOCUTENN MH(OpMalMU, Takue Kak Quienika, JUCK Wi (dain u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIIbIOTEPHBIE (DaiiIbl, TOJyUYEHHBIE U3 HEHA/IEKHBIX UICTOYHUKOB. Jlaxe
Te (aiibl, KOTOpBIE PUCIIAN TBOM 3HAKOMBIN. Jlydiie yToUHM y HEro, OTIpaBIIsi JIU OH TeOe HX.

Cetun WI-FI

Wi-Fi - 310 He B mepenaun TaHHBIX, HE TEXHOJOTHs, a BCETO JIMIIb OpeH 1, Mapka. Emie B
1991 romy Huumepmanjackas kKommaHusi 3apeructpupoBaia Openn "WECA", uro ob6o3Haudasno
cioBocouetanue "Wireless Fidelity", koTopblif mepeBoanTcs kak "0ecrpoBoiHasi TOYHOCTH'.

Jlo Hamiero BpeMEHHM JomuIa Jpyras a0OpeBHaTypa, KOTOpas SIBIISIETCS TaKOW Ke
TexHoJoruei. 3to abopesuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO 1aHO C HAMEKOM Ha CTaHAAPT

BbIcIIel 3ByKoBo TexHuku Hi-Fi, uTo B nepeBojie 03HavaeT "BbICOKasi TOYHOCTH".

Ja, OecrlaTHBI HMHTEPHET-IOCTYH B Kade, OTeNsX U a’pornoprax SBJISIETCS OTINYHOM



BO3MOXKHOCTBIO BBIX0/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 00mienocTynHbie Wi-
Fi cetu He sgBnArOTCS 0€30IIaCHBIMU.

CogeTbl 110 O€30MaCHOCTH pabOTHI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBor IWYHYHO HH(pOpMamui dYepe3 odOmenoctynusle Wi-Fi cern.
Paboras B HUX, )KeNaTeabHO HE BBOJAUTH MAPOJIH JOCTYIA, JOTHHBI U KaKHE-TO HOMEPA;

2. Wcnonb3yit 1 OOHOBIIANM aHTHBUPYCHBIE MpOrpaMMbl U OpaHmMayep. TemM caMbIM ThI
o0e3omacuiib ceds 0T 3aKaYKU BUpyca Ha TBOE YCTPOUCTBO;

3. Ilpu wucnonwzoBanuu Wi-Fi otkmoun dysknuro "OOmmit moctyn Kk (daitiam wu
npuaTepam". JlaHHas (YHKIUS 3aKpbhITa MO YMOJYAHHIO, OJHAKO HEKOTOPHIC IMOJIb30BATEIN
AKTUBUPYIOT €€ JUTsl yI00CTBa MCIIOJIb30BaHMs B paboTe wiu yueoe,

4. He ucnonp3yii myonuunbiii WI-FI mis nmepenaun JAuuHBIX JaHHBIX, HAmpuMmep IS
BBIX0/1a B COLIMAJIBHBIE CETU WIX B AJIEKTPOHHYIO IIOUTY;

5. Ucnonw3yil Tonpko 3amuiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, t.e. npu
Habope BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOuiisHOM Tenedone otkimoun Gynkuuto "[loakmouenune k Wi-Fi aBromatiuecku".
He nonyckaif aBTOMaTn4ecKoro MOAKIIOYEHHs ycTpoiicTBa K ceTaM Wi-Fi 6e3 TBoero cormacwusi.

CoumanbHble ceTu

CornuanbHble CETH aKTUBHO BXOJAT B Hally >KW3Hb, MHOTHE JIOAU Pa0OTAIOT U KUBYT TaM
oCTOsIHHO, a B Facebook yxke 3aperucTpupoBaH MUJUTHAp] YEIOBEK, YTO SIBISETCS OJHOU
CeIbMOM BCEX KHUTeNeH IiIaHeThl. MHOTHE MOJb30BaTEd HE MOHUMAIOT, YTO HH(opMaIus,
pa3MeIIeHHass UMH B COITMATIBHBIX CETSIX, MOKET OBITh Hal/IeHa M UCIOJIb30BaHa KEM YTOIHO, B
TOM YHCJIE€ HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OcCHOBHBIE COBETHI IO 0€30IaCHOCTH B COIMAJIBHBIX CCTAX:

1. Orpanmup coucok apy3eil. Y TeOs B ApPY3bsSX HE JOIDKHO OBITh CIYYalHBIX U
HE3HAKOMBIX JIFOJIEH;

2. 3amumail cBOr0 4acTHYIO kM3Hb. He ykasbiBail maponu, TenedoHsl, ajapeca, 1aTy TBOETO
POXIEHUS U APYTYH JWYHYIO HMHGOpMalK0. 3I0YMBIIUIEHHUKH MOTYT HCIOJb30BaTh Jaxke
UH(OPMALIHIO O TOM, KaK Thl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAaHUKYJIbI;

3. 3amuimiail CBOI penmyTaluio - IepKH €€ B YUCTOTE M 3aJaBaii cebe BOMPOC: XOTeN Obl
ThI, YTOOBI APYTUE MONTH30BATENU BUAETH, YTO ThI 3arpyxaemib? [logymai, mpexae 4eM 4To-To
OITyOJIMKOBATh, HAMMMCATh U 3aTPY3UTh;

4. Ecnu ThI TOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIb, HE MCIIOJIb3YH CBOE PEaIbHOE MM
U IPYTYI0 JTUYHYIO HH(OPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO y4eObl U IPOYEE;

5. U30Geraii pazmemienus ¢pororpaduii B IuTepHere, rae Thl n300pakeH Ha MECTHOCTH, T10
KOTOPOM MO>KHO OIIPENEIUTHh TBOE MECTOIIOJIOKEHHUE;

6. Ilpu peructpanuu B COIHMAIBLHON CETH HEOOXOIUMO HCIOJIB30BaTh CIIOKHBIE MapoH,
cocTosmue u3 OykB v QP U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;



7. JAns conuanbHOW CeTH, MOYThl U APYTHUX CAMTOB HEOOXOIUMO HCIIOJB30BATH PAa3HbIC
naposu. Toraa eciu Te0s B310OMAIOT, TO 3J0YMBIIUIEHHUKU MOIYy4aT JOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

ANEeKTPOHHbIEe AeHbIM

DJNEeKTPOHHBIE JEHBIH - 3TO OYEeHb YIOOHBIA CHOCOO IUIaTe)KeH, OJHAKO CYIIECTBYIOT
MOIIEHHHUKH, KOTOPBIE XOTAT MOJYYUTh 3TH JICHBTH.

3JICKTpOHHBIe JCHBI'M TIOABHJIMCH COBCEM HCOABHO W HMMCHHO H3-3a O3TOrO BO MHOTI'HUX
rocygapCTBax 40 CHUX IIOP HE NPOIHCAHO IIPO HUX B 3aKOHAaX.

B Poccun sxe oHM (YHKIMOHUPYIOT U O HUX YK€ IMPOIHUCAHO B 3aKOHE, I/I€ UX Pa3ACISIOT
Ha HECKOJIBKO BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHMMHBIE - 3TO T€, B
KOTOPBIX pa3pemiaercss MpOBOAUTH oOmepauuu 0e3 HASHTH(PHUKAIUW MOJb30BaTesl, a B
HEaHOHMMHBIX MJIeHTU(UKALKS T0Ib30BATEINA ABISAETCS 0053aTEIbHOM.

Taxke ciemyer pa3nuyarh 3JCKTPOHHBIE (HUAaTHBIC NIEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbBIE HE(HUATHBIE IEHBI'H (HE paBHBI TOCYJapCTBEHHBIM BaJIOTaM).

OcHOBHBbIE COBETHI 110 0€3011aCHOM paboTe C INEKTPOHHBIMU JEHbIaMU:

1. TlpuBsku Kk cueTy MOOWMIBHBINA TenedoH. ITO camblii YAOOHBIH M OBICTPBIM CHOCOO
BOCCTAHOBUThH JIOCTYI K cueTy. l[lpuBs3aHHBIA TeiieoH MMOMOXKET, eciau 3alynenib CBOM
TUTATS)KHBIA TTAPOJTb WITK 3aiICIIb HA CAUT C HE3HAKOMOTO YCTPOUCTBA,

2. Ucnonb3y#t omHopasoBkie mapoiu. [lociie mepexoa Ha YCHIICHHYIO aBTOPU3AIHIO TeOe
yke He Oy/IeT yrpoKaTh OMACHOCTh KPa)KH WITU TiepexBaTa MIaTeKHOTO MapoJis;

3. Boibepu cnoxHbIi maposib. [IpectynHukam OyaeT He IpOCTO yragaTh CIOXKHBINA MapoJb.
HanexHble maponu - 3TO Mapoju, KOTOPbIE COAEP)KaT He MeHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIE U IPONUCHBbIE OYKBbI, HU(PBHl U HECKOIbKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJuIapa,
(yHTa, BOCKJIMIIaTeNbHBIN 3HaK U T.11. Hampumep, $tROng!;;

4. He BBO/IM CBOM JTUYHBIC JJAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSCIIb.
ANeKTPpOoHHas no4Ta

DNeKTpOHHAas MoYTa - 3TO TEXHOJIOTUS M MPEJOCTaBIsEMbIE €10 YCIYTU M0 MEPEChUIKE U
MOJYYEHUIO AJIEKTPOHHBIX COOOLIEHHUH, KOTOpPBIE DPACHpPEIENSIOTCS B KOMIIBIOTEPHOH CeTH.
O6b1uHO JJIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMs_TOJIb30BaTeI(@uUMsL_JoMeHa. Taikke KpoMme Iepelauyd MpoCTOro TEKCTa, HMEeTCs
BO3MOXKHOCTb NepeaaBaTh (paisbl.

OcHOBHBIE COBETHI 110 O6€30MacHoi paboTe ¢ IMEKTPOHHON TOUYTOM:

1. Hago BeIOpaTh NpaBWIIbHBIN MOYTOBBIM cepBUC. B MHTEpHETE ecThb OrpOMHBIN BBIOOP
OecIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIyUIlle JOBEPSTh TEM, KOTO 3HAellb U KTO MEPBBIHA B
pEUTHHTE;

2. He yka3piBail B NMYHOM moute NU4Hy0 HMHpopmauuio. Hanmpumep, mydmie BbIOparth
"My3bIKanbHbIN _(panat@" win "pok2013" Bmecto "temal3";

3. I/ICHOHB3yI>'I ABYXOTAIIHYKO aBTOPU3AlHIO. 910 Koraga nmoMHMMoO IapoJisi Hy’>KHO BBOAHWTH



KO/, IpUChIIaeMblIit mo SMS;

4. BeiOepu CcHIOXHBIA Tapodib. JIJIsi KaXaoro MOYTOBOTO SIMUKA JOJDKEH OBITh CBOM
HaJCKHBIHM, YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecii ecTh BO3MOXKHOCTh HAamMcaTh CaMOMY CBOW JIMYHBIA BOIPOC, UCIOJIB3YH 3Ty
BO3MOKHOCTB;

6. Hcrnonp3yid HECKOJBKO ITOYTOBBIX SIIMKOB. IlepBbIA 11 4YacCTHOM NEPENUCKU C
aJpecatamMu, KOTOPHIM Thl JIOBEpsCIlb. DTO 3JEKTPOHHBIM aJpec HE HAJl0 HUCIOJIb30BaTh IMPU
peructpanuu Ha popymax U carax;

7. He oTkpbIBail ¢aiinsl U Apyrue BIOKEHHS B MUCbMaX, Aa)Ke €CIM OHU MPHUILIH OT TBOUX
apys3eil. Jlydiie yTouHH y HUX, OTHPABIIsUIN JIM OHU TeOe 3TH (aiiibl;

8. Ilocne okoHYaHUs PaOOTHI HA MTOYTOBOM CEPBUCE IMEPE] 3aKPHITHEM BKIIATKU C CAUTOM
He 3a0y/1b HakaTh Ha "BeriiT".

Knb6epOynnuHr unu BupTyanbHoe nsaeBaTenbCTBO

KubepOymnuHr - npeciiejoBaHle COOOIIEHUSIMU, COACPKAIIMMU OCKOPOJIEHUS, arpeccutio,
3alyTUBAaHKE; XYJIUTAHCTBO; COIMAIbHOE OOMKOTHUPOBAHME C MOMOIIBIO PA3IMYHBIX MHTEPHET-
CEPBHCOB.

OcHoBHBbIE COBETHI 110 00PbOE C KNOEPOYIIMHIOM:

1. He 6pocaiics B 60ii. Jly4muii crioco0: mOCOBETOBAThCA Kak ceOs BECTU U, €CIIU HET TOTO,
K KOMY MOXHO OOpaTHThCS, TO BHAyajle YCIOKOUTbCS. Eciu Tl HayHenb OTBEYaTh
OCKOPOJICHUSMH Ha OCKOPOJICHHUS, TO TOJBKO €I1le O0IbIIE Pa30KKEITh KOHPIUKT;

2. Ypasinsii cBoeil kubeppenyTanuei;

3. AHOHMMHOCTHL B CETH MHHMAs. CYH_ICCTBYI-OT CITOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM,

4. He cTouT BecTH XyMUTAHCKUI 00pa3 BUPTyaslbHOH >KuM3HU. VIHTepHET (pUKCHpyeT Bce
TBOU JICHCTBUS U COXPAHSAET UX. Y TAIUTh UX OyAET KpailHe 3aTpyIHUTEIHHO;

5. CoGurosiait CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyii enuHuyHbld HeratuB. OIHOPA30BbIE OCKOPOUTENbHbBIE COOOIIEHHUS JIydlle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIIEHUSMH, B COIMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHMPOBKHU OTIIPABKU COOOIICHUN C ONPEICTICHHBIX aJ[PECOB;

8. Ecim Tl cBuzmerens kuOepOymuHra. TBOM JEHCTBHUS: BBICTYNIUTH IPOTUB
IIpecieioBaTeNs, MoKa3aTb €My, YTO €ro ACHCTBHs OLEHUBAIOTCA HETaTUBHO, MOIIEPKATh
KEpPTBY, KOTOPOW HYXHa IICMXOJIOTMYECKas IOMOIlb, COOOLIUTH B3pOCIbIM O (akre
arpecCUBHOIO MOBEJEHUS B CETH.

Mo6unbHbIN TenedoH

COBpeMCHHBIe CMapT(pOHBI U IUIAHIICTBI COACPIKAT B ce0e BIIOJIHE B3pOCHLIﬁ (I)yHKI_II/IOHaJ'I,



U TElnepb OHU MOTYT KOHKYPUPOBaTh CO CTAallMOHAPHBIMH KoMIlbioTepamu. OJHAKO, CPeACTB
3alIUTHI ISl TOJIOOHBIX YCTPONCTB MOKa OYeHb Maslo. TecTHpoBaHME M MOUCK YSI3BUMOCTEH B
HUX TPOMCXOJUT HE Tak MHTeHCUBHO, Kak s [IK, To ke camoe kacaercs W MOOMIBHBIX
MIPUITOKEHU .

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YK€ MPAKTHYECKH JOTHAIH HACTOJBHBIC aHAJIOTH,
OJIHAKO paciiupeHue (yHKIHMOHANAa BIEYeT 3a COOOH OOJBLIYI0 CIIOKHOCTh U MEHbIIYIO
3alUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTEIM BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOLINE KPUTUYECKUE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOMILHOTO TeJ'Ie(bOHaZ

Hudero He sBisieTcss mo-HacTosmeMy OecruiaTHbIM. Byns ocTopoxeH, Benb korga Tebe
npeiaraT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO IUIaTHBIE YCIIYTH;

Hymaii, mpexxae yem otnpaBuTh SMS, poTo mnmm Buaeo. Tel TOUHO 3Haeb, T1e OHU OyIyT
B KOHEYHOM HUTOre?

Heo6xo0anMo 0OHOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHA;
Hcnonb3yit aHTUBUPYCHBIE TIPOTPaMMBbI [J11 MOOUITBHBIX Tele()OHOB;

He 3arpy>1<aﬁ MNPUIIOKCHUA OT HCU3BCCTHOI'O MCTOYHHKA, BCAb OHU MOI'YyT COACPIKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro kak THl BBIMACIIH C caiiTa, Tle BBOMWI JHYHYIO HWH(GOpMAIUIO, 3aiiu B
HACTpOIiKu Opaysepa u ynanu cookies;

[Iepnonnuecku npoBepsii, KaKMe IUIATHBIEC YCIIYTH AKTUBUPOBAHbBI HA TBOEM HOMEPE;

JlaBaii cBOIl HOMEp MOOUJIBHOIO TeneoHa TOJIBKO JIFOJIM, KOTOPHIX Thl 3HACIIb U KOMY
JIOBEpsiClIb;

Bluetooth nomkeH ObITH BBIKIIOUEH, KOTJa Thl UM HE MOJb3yenibcs. He 3a0piBaii nHOTIA
MIPOBEPSITH ITO.

Online urpbl

COBpCMeHHI)Ie OHH&ﬁH-Hl"pLI - OTO KpaCOYHBIC, 3aXBAaTbIBAIOIIUC PA3BJICUYCHUA,
06’LG,Z[I/IH$II-OH_II/IC COTHHU TBICAY YCJIOBCK I10 BCEMY MHDY. HrpOKI/I HCCICAYIOT JQHHBIA UM MHp,
06HIaIOTCSI ApYyT C APYroM, BBIIIOJTHAIOT 3aJaHUs, CPAXKAOTCA ¢ MOHCTpaMU W MOJIY4YarOT OIIBIT.
3a YAOBOJIbCTBUC OHH IIIATAT: MOKYIIAIOT AHUCK, OIVIAYHMBAKOT a0OHEMEHT HIIH HpI/IOﬁpeTaIOT
KaKue-TO OIIIIMH.

Bce atum cpenctBa uMIyT Ha NOAAEpKAHME M DPA3BUTHE UIPHL, a TaKKe Ha caMy
0€30MacHOCTh: COBEPIIECHCTBYIOTCS CHCTEMbl AaBTOPHU3ALMH, BBITYCKAIOTCS HOBbIE NaT4d
(un¢poBbIe 3aMIaTKU JJIs1 IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOJIO6HBIX HUIrpax CTOUT OIacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO Kpa)Xu
TBOCTO MMapoJjid, Ha KOTOPOM OCHOBAHA CUCTEMA aBTOPU3ALIUU OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTU TBOETO HUIrpOBOr'o aKKayHTa:



1. Eciim npyroii urpok BeneT cedsl TI0XO MM CO3/1aeT TeOe HEeNPHUITHOCTH, 3a0JIOKUPYH
€ro B CIIMCKE UTPOKOB;

2. Ioxanyiics aIMUHUCTPATOPaM UIPbl Ha IJIOXO0E€ MOBEJEHUE ITOIO0 UTPOKA, KEIATEIHHO
HPUIIOKUTH KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii Heo(uIIMaTbHBIC TTATYU H MOJBL;

6. Mcnonb3yii cliokKHbIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs WIPbl HE CTOMUT OTKJIIOYAaTh aHTUBHpyC. lIoka Tel urpaems, TBOHN
KOMIIBIOTEP MOT'YT 3apa3uUTh.

PULINHT Unun Kpaxa NN4YHbIX AaHHbIX

OObIYHON Kpakel [eHer M JOKYMEHTOB CEroJgHsl YK€ HHUKOTO HE YIAUBHUIIb, HO C
Pa3BUTHEM HMHTEPHET-TEXHOJOTUM 3JOYMBIIUICHHUKHA T[EPEMECTUIINCh B HMHTEPHET, W
MIPOJIOJDKAIOT 3aHUMATHCS " TFOOUMBIM" J1€JIOM.

Tak mosiBHIIaCh HOBasi yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DHUIIUHT, TJIAaBHAS LEJb
KOTOPOTO COCTOHMT B IOJYYEHUH KOH(DUICHIMATIBHBIX TaHHBIX IOJb30BaTEJCH - JIOTHHOB U
naposieii. Ha anrnmiickom si3pike phishing unraercs xak ¢ummnar (ot fishing - peiOHas oBis,
password - mapoJis).

OcHOBHBIE COBETHI 0 O0PHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Ecii Thl oJJ03peBaeliib, 4To TBOSI aHKEeTa Obljia B3JI0OMaHa,
TO HEOOXOAUMO 3a0JI0KHPOBATh €€ U COOOLIUThH aIMUHUCTPATOpaM pecypca 00 3TOM Kak MOXKHO
CKOpee;

2. Ucnonw3yil 6e3omacHble BeO-CaliThl, B TOM YMCJIE, HHTEPHET-Mara3uHoOB U MOUCKOBBIX
CHUCTEM;

3. Wcnonb3yil ClIOXKHBIE U pa3Hble Mapoiu. TakuM oOpa3oMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu Tebs B3OMalid, TO HEOOXOIMMO MPEAYNPENUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
no0aBiieHb! y T€O0s B IpY3bsIX, O TOM, YTO TeOs B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU Oy/eT
paccbuIaThCs CllaM M CChUIKU Ha (PUIIMHTOBbIE CalThI;

5. YcranoBu HazexHbIi napons (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKJII0YM COXpaHEHHUE Maposis B Opaysepe;

7. He oTkpbIBail (haiiibl U Ipyrue BIOKEHUS B MHChbMaX, JaXK€ €CJIM OHU IMPUIIUTA OT TBOUX
npy3eit. Jlydie yTouHu y HUX, OTIPABIISIA JTU OHU Te0e 3T (aiiibl.

LUndposas penytaums

Hudposas penyrauus - 3TO HeraTHBHas WIM MO3UTUBHAs MHGOpMalus B ceTu o Telde.



Komnpomerupyromas uHpopmanus, pasMelieHHas B MHTEPHETE, MOXKET Cephe3HBIM 00pa3oM
OTpa3uThCsl Ha TBOEH peanbHOW xu3HU. "lludpoBas pemyranus" - 3To TBON UMHIK, KOTOPBINA
dopmupyercst u3 napopmau o Tede B MHTEPHETE.

TBoe mecTo KHUTCJILCTBA, yLIe6BI, TBOC (bI/IHaHCOBOG IIOJIOKCHHUC, 0COOEHHOCTH XapakTepa u
paccka3bl O OJIM3KHUX - BCE 3TO HAKAIIMBACTCS B CETH.

MHorue moJIpoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJWKAaIMU JMYHOHW WH(OpManuu B
NHutepHeTe, HE MOHMMAasi BO3MOXHBIX MOCHEACTBUM. Thl 1ake HE CMOXEIIb JI0ragaTbCsl O TOM,
yTto pororpadus, pazmerieHHas 5 JeT Ha3a/l, CTajxa MPUYUHON O0TKa3a MPUHATH T€OS Ha padoTy.

Kommenrapuu, pasmenienue TBoux ¢ororpaduii 1 Apyrue ASUCTBUS MOTYT HE UCUE3HYTh
Jla’ke TI0CJIe TOro, KaK Thl X yAaiauIlb. Thl HE 3Haellb, KTO COXpPaHWI 3Ty HH(OpMaIHIO, ITomana
JM OHAa B IIOMCKOBBIC CHCTEMbI U COXPAHMJIACh JH OHA, a IJIABHOE: YTO IOAYMAIOT O Tebe
OKpY’KarollMe JIOAHU, KOTOpble HAaayT u yBUAAT 3T0. Haiftu nH(popmanmio MHOIO JIET CIyCcTs
CMOJXET JII000H - Kak M3 J0OphIX NOOYKIEHHM, TaK U C HAMEPEHHEM IMPUYUHUTH Bpea. DTO
MOYET OBITh KTO YI'OJHO.

OcHOBHBIE COBETHI 110 3alIUTE H(PPOBOI permyTarim:

1. Tlomymaii, mpexae 4eM 4To-TO MyOJMKOBaTh M IepenaBaTh y ceOst B Oiore wim B
COIIMATLHOM CETH,

2. B Hactpoiikax mpoguisi yCTaHOBH OTpAaHMYEHHUSI Ha MPOCMOTP TBOETO MPOQMIIL U €ro
COJIEP’)KUMOT0, CJIeNail ero TOJbKO "1Isl Ipy3en';

3. He pa3meniaii u He yka3biBail mH(OpMAIMIO, KOTOpas MOXET KOTO-IUOO OCKOpOJISATH
WY O0MXKATh.

ABTOpCKOE npaBo

CoBpeMeHHbIE MKOJbHUKHU - aKTUBHBIE MOJIB30BaTeNN UGPOBOTo mpocTpancTra. OHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJB30BaHWE MHOTMMHU BO3MOXXHOCTSMHU HU(GPOBOro Mupa Tpedyer
cOOJTI0IeHHSI TIPAaB HA MHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

Tepmun "MHTeNNIEKTyalbHas COOCTBEHHOCTh" OTHOCHUTCS K Pas3JIMUYHBIM TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauMHas ¢ HOBBIX M300pETEeHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyTd, W 3aKaHuMBasg KHHUramu, QortorpadusiMu, KUHODUIBMAMHU H
MY3bIKaJIbHBIMU MPOU3BEICHUSIMHU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha WHTEIUIEKTYyaJlbHYI0O COOCTBEHHOCTh Ha MPOM3BEIECHUS
HayKH, JUTEPATYPBI U UCKYCCTBA. ABTOPCKHE ITPaBa BBICTYNAIOT B KAYE€CTBE TAPAHTHUH TOTO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OydeT HampacHBIM, JACT €My CIpaBeAUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOEro TPynAa, NOJYyYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paszpemnieHust aBTopa He MOKET BOCIIPOU3BOIUTH €r0 MPOU3BEIEHUE, PACTIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MpPOAAaBaTb, HWMIIOPTUPOBATH, IYCKAaThb B TMPOKAT, MTYOJIUYHO
UCTIOJIHATH, IOKA3bIBATh/UCIIOIHATH B dHpe UK pazmeniaTsh B IHTepHeTe.

Hcnonp3oBanue "muparckoro" MporpaMMHOIO OOECeUeHUs MOXKET MPUBECTH K MHOTUM
pHCKaM: OT TMOTEpPH JIAaHHBIX K TBOMM aKKayHTaM 10 OJIOKHPOBKHM TBOETO YCTPOMCTBa, Tl
yCTaHOBJIEHA HellerajibHas nporpamma. He cTouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JieTajdbHbIE
U OecriaTHbIE IPOrPaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane



CereBu4ok.pp - TBOW TJIABHBIM COBETYMK B CETH. 3JeCh Thl MOJXEIIb Yy3HAaTh O
0€30MacHOCTH B CETU MOHSITHBIM U JIOCTYIHBIM $I3IKOM, & TP BO3SHUKHOBEHMH KPUTUYECKOU
cuUTyaluu oOpaTHTbCS 3a COBETOM. A Tak)Ke MPUHATH y4yacTUE B KOHKYypcax M CTaTh CaMbIM
U(POBBIM TPaKTaHUHOM !



